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Amendments to the Claims 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 

Listing of Claims: 

1 . (Currently Amended) A method for registering two network devices with each other, 
comprising the steps of: 

launching a registration process at said two network devices with a pair of registration 
triggers supported on said two network devices within a predetermined time interval of one 
another; 

transmitting registration information between said two network devices; 

generating a secret at at least one of said two network devices, thereby providing an 
authenticated communications capability between said two network devices; aed 

communicating an acknowledgement between said two network devices assuring that the 
secret is shared between said two network devices; 

monitoring said registration process for registration communications emitting from a 
third device; 

completing said registration process if no said registration communications emitting from 
a third device is detected; and 

not completing said registration process if any registration communications from a third 
device are detected . 

2. (Canceled) 

3. (Original) The method of claim 1, further including a step of generating a pseudonym 
designating at least one of said two network devices. 



2 



10/625,846 



MS321456.02/MSFTP1995USA 



4. (Original) The method of claim 1, wherein said registration information does not include 
a plain-text identity of at least one of said two network devices, thereby making said registration 
process at least partially hidden. 

5. (Original) The method of claim 1, wherein registration information includes PIN number 
information. 

6. (Currently Amended) A system capable of securely registering a device, comprising: 
a server supporting a first part of a registration process; 

a network device supporting a second part of a registration process; 

a communications link coupling said server to said network device; 

a pair of registration triggers, said server and said network device each supporting one of 
said pair of registration triggers, wherein activation of said pair of registration triggers within a 
predetermined time interval launches said first and second parts of the registration processes, 
which then communicate with each other through said communications link; 

a set of registration data exchanged between said server and said network device over 
said communications link after the launching of said first and second parts of the registration 
process; 

a cryptographic secret formed at at least one of said server and said network device and 

shared between said server and said network device, thereby facilitating authentic 

communications between said server and said network device; and 

a database that stores said registration data and said cryptographic secre t; and 

a monitoring system that detects a registration signal that might emanate from a third 

device, whereby detection of any said registration signal from said third device prevents 

registration of said network device as part of said registration process . 

7. (Canceled) 

8. (Original) The system of claim 6, wherein registration of said network device includes the 
use of a PIN number. 
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9. (Original) The system of claim 6, further including a step of generating a pseudonym for 
at least one of said server and said network device. 

10. (Original) The system of claim 6, wherein said registration data for at least one of said 
server and said network device does not include a plain-text device identifier, thereby making 
said registration process at least partially hidden. 

11-20. (Canceled) 

21-25. (Canceled) 

26 - 44. (Canceled) 

45. (New) The method of claim 1 , wherein the launching of a registration process at said two 
network devices with a pair of registration triggers supported on said two network devices within 
a predetermined time interval of one another comprises launching of a registration process on a 
Wi-Fi network device. 

46. (New) The method of claim 1, wherein the launching of a registration process at said two 
network devices with a pair of registration triggers supported on said two network devices within 
a predetermined time interval of one another comprises launching of a registration process on a 
network device that is at least one of a server, wireless printer, wireless computer, or a network 
access point. 

47. (New) The method of claim 1, wherein the generating of a secret at at least one of said 
two network devices is performed without pre-registration knowledge of information associated 
with the other network device. 

48. (New) The system of claim 6, wherein the network device is a Wi-Fi network device. 
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49. (New) The system of claim 6, wherein the network device is at least one of a wireless 
printer, wireless computer, or a network access point. 

50. (New) The system of claim 6, wherein the cryptographic secret formed at at least one of 
said server and said network device and shared between said server and said network device is 
formed without pre-registration knowledge of information associated with the other network 
device. 

5 1 . (New) A computer-readable storage medium comprising executable instructions that, 
when executed, perform the method comprising: 

launching a registration process at said two network devices with a pair of registration 
triggers supported on said two network devices within a predetermined time interval of one 
another; 

transmitting registration information between said two network devices; 

generating a secret at at least one of said two network devices without pre-registration 
knowledge of information associated with the other network device, thereby providing an 
authenticated communications capability between said two network devices; and 

communicating an acknowledgement between said two network devices assuring that the 
secret is shared between said two network devices. 

52. (New) The computer-readable storage medium of claim 5 1 , wherein the method further 
comprises: 

monitoring said registration process for registration communications emitting 
from a third device; 

completing said registration process if no said registration communications emitting from 
a third device is detected; and 

not completing said registration process if any registration communications from a third 
device are detected. 

53 . (New) The computer-readable storage medium of claim 5 1 , wherein the method further 
comprises generating a pseudonym designating at least one of said two network devices. 
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54. (New) The computer-readable storage medium of claim 5 1 , wherein said registration 
information does not include a plain-text identity of at least one of said two network devices, 
thereby making said registration process at least partially hidden. 

55 . (New) The computer-readable storage medium of claim 5 1 , wherein registration 
information includes PIN number information. 

56. (New) The computer-readable storage medium of claim 5 1 , wherein the launching of a 
registration process at said two network devices with a pair of registration triggers supported on 
said two network devices within a predetermined time interval of one another comprises 
launching of a registration process on a Wi-Fi network device. 



6 



